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1. Overall Description

T1 have in TS 34.123-1 (3GPP conformance test specification) specified a GMM test case (12.6.1.3.3) for the scenario “Authentication rejected by the UE / fraudulent network”. At the T1/SIG#25 meeting in Singapore 18th to 20th September 2002 a CR in T1S-020604 was submitted to TS 34.123-1 which raised the following questions:

1. The criteria for MS to deem a network as not genuine is different in TS 24.008 R99/REL-4 version compared to REL-5 version. Can for conformance testing the REL-5 behaviour be accepted as an alternative for a R99 MS?   

2. Is MS expected to send the AUTHENTICATION AND CIPHERING FAILURE message before the MS aborts the RR connection and the PS signalling connection due to deeming a network as not genuine?

1.1. Criteria for R99/REL-4 MS and REL-5 MS to reject network

In TS 24.008 different MS behaviour, regarding authentication rejection of network, is specified in the R99/REL-4 version compared to the REL-5 version. This is illustrated by the extracts from TS 24.008 in the enclosed Annex.

For R99 and REL-4 the criteria for MS to reject the network is:

a) 2 MAC authentication failures; or

b) 2 SYNC authentication failures; or

c) 1 MAC and 1 GSM authentication failures; or

d) 1 SYNC and 1 GSM authentication failures.

e) In addition the MS may deem the network has failed after any combination of three consecutive authentication failures, regardless of cause

In REL-5 the criteria is limited to e) of the R99/REL-4 criteria, i.e. alternatives a) to d) is removed in the REL-5 specification.

Considering the increased implementation effort, cost and test time for terminal manufacturer to implement first the R99/REL-4 behaviour and then later on the REL-5 behaviour it seems appropriate that the REL-5 behaviour is also accepted for R99/REL-4 terminals. I.e. that conformance testing of R99/REL-4 MS does not fail an MS that does not reject the network for case a), b), c) or d), but instead reject the network on 3 concecutive authentication failures regardless of cause. 

1.2 MS behaviour for sending AUTHENTICATION AND CIPHERING FAILURE message
At the T1/SIG#25 meeting in Singapore 18th to 20th September 2002 a CR in T1S-020604 was submitted to TS 34.123-1 for GMM test case (12.6.1.3.3 Authentication rejected by the UE / fraudulent network). In the CR it was proposed to remove the AUTHENTICATION AND CIPHERING FAILURE message, which was a response to the AUTHENTICATION AND CIPHERING REQUEST message, which caused the MS to reject the network.

T1 would like CN1 to clarify if the MS is expected to send the AUTHENTICATION AND CIPHERING FAILURE message before the MS aborts the RR connection and the PS signalling connection due to deeming a network as not genuine.

2. Actions:

To CN1 group.

ACTION: 


1. T1 would like CN1 to confirm whether the REL-5 behaviour if implemented in a R99 terminal is acceptable for R99 conformance. Further does CN1 agree that it is inappropriate to fail a terminal that does not strictly bar a cell after 2 MAC (or SYNC) failures seeing that that behaviour is surpassed in Rel 5 core specifictions.
2. T1 would also like CN1 to confirm if MS is expected to send the AUTHENTICATION AND CIPHERING FAILURE message before the MS aborts the RR connection and the PS signalling connection due to deeming network as not genuine.
3. Date of Next T1 Meetings:

T1#18
10 – 14 February 2003
San Antonio, US

Annex. 
Extracts from TS 24.008

R99/REL-4 (TS 24.008 V3.13.0 and V4.8.0):

Extract from clause 4.7.7.5.1 (Authentication not accepted by the MS):

“Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see 3GPP TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure:


If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a AUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause 'MAC failure'. The MS shall then follow the procedure described in clause 4.7.7.6 (f).

b)
SQN failure:


If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause 'Synch failure' and the re-synchronization token AUTS provided by the SIM (see 3GPP TS 33.102). The MS shall then follow the procedure described in clause 4.7.7.6 (g).

“

Extract from clause 4.7.7.6 (f):

“It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the MS) if any of the following occur:

-
After sending the AUTHENTICATION & CIPHERING FAILURE message with GMM cause 'MAC failure' or ‘GSM authentication unacceptable’ the timer T3318 expires;

-
Upon receipt of the second AUTHENTICATION & CIPHERING REQUEST message from the network while the T3318 is running the MAC value cannot be resolved. 

-
The second AUTHENTICATION REQUEST & CIPHERING REQUEST which is received in UMTS while T3318 is running is a GSM authentication challenge (i.e. no AUTN parameter was received).

When it has been deemed by the MS that the source of the authentication challenge is not genuine (authentication not accepted by the MS), the MS shall behave as described in clause 4.7.7.6.1.
”

Extract from clause 4.7.7.6.1:

“4.7.7.6.1
MS behaviour towards a network that has failed the authentication procedure 

In addition to the cases specified in subclause 4.7.7.6, the MS may deem that the network has failed the authentication check after any combination of three consecutive authentication failures, regardless whether ‘MAC failure’, ‘invalid SQN’, or ‘GSM authentication unacceptable’ was diagnosed. The authentication failures shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the MS, while the timer T3318 or T3320 started after the previous authentication failure is running.

If the MS deems that the network has failed the authentication check, then it should abort the RR connection and the PS signalling connection. Additionally, the MS shall treat the cell where the first failed AUTHENTICATION & CIPHERING REQUEST message was received as barred, until refresh of system information data. The MS shall start any retransmission timers (i.e. T3310, T3321, T3330 or T3317), if they were running and stopped when the MS received the first AUTHENTICATION AND CIPHERING REQUEST message containing an invalid MAC or invalid SQN, or no AUTN when a UMTS authentication challenge was expected.

”

REL-5 (TS 24.008 V5.5.0):

Extract from clause 4.7.7.5.1 (Authentication not accepted by the MS):

“Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see 3GPP TS 33.102). This parameter contains two possible causes for authentication failure:

a)
MAC code failure
If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a AUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause 'MAC failure'. The MS shall then follow the procedure described in subclause 4.7.7.6 (f). 

b)
SQN failure
If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION AND CIPHERING FAILURE message to the network, with the GMM cause 'Synch failure' and the re-synchronization token AUTS provided by the SIM (see 3GPP TS 33.102). The MS shall then follow the procedure described in subclause 4.7.7.6 (g).

”

Extract from clause 4.7.7.6 (f):

“It can be assumed that the source of the authentication challenge is not genuine (authentication not accepted by the MS) if any of the following occurs:

-
after sending the AUTHENTICATION & CIPHERING FAILURE message with GMM cause ‘MAC failure’ or ‘GSM authentication unacceptable’ the timer T3318 expires;

-
the MS detects any combination of the authentication failures: "MAC failure", "invalid SQN", and "GSM authentication unacceptable", during three consecutive authentication challenges. The authentication challenges shall be considered as consecutive only, if the authentication challenges causing the second and third authentication failure are received by the MS, while the timer T3318 or T3320 started after the previous authentication failure is running.

When it has been deemed by the MS that the source of the authentication challenge is not genuine (authentication not accepted by the MS), the MS shall behave as described in subclause 4.7.7.6.1.

”

Extract from clause 4.7.7.6.1:

“4.7.7.6.1
MS behaviour towards a network that has failed the authentication procedure

If the MS deems that the network has failed the authentication check, then it shall abort the RR connection and the PS signalling connection and treat the cell where the first failed AUTHENTICATION & CIPHERING REQUEST message was received as barred, until refresh of system information data. The MS shall start any retransmission timers (i.e. T3310, T3321, T3330 or T3317), if they were running and stopped when the MS received the first AUTHENTICATION AND CIPHERING REQUEST message containing an invalid MAC or invalid SQN, or no AUTN when a UMTS authentication challenge was expected.”
